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Malware = Malicious Software

Malware, also known as malicious code and malicious software, 
refers to a program that is inserted into a system, usually covertly, 
with the intent of compromising the confidentiality, integrity, or 
availability of the victim’s data, applications, or operating system 
or otherwise annoying or disrupting the victim.
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Quoted from Guide to Malware Incident Prevention and Handling, NIST Tech Report 2005



Terminology

• Virus

• Worm

• Trojan

• Rootkit

• Spyware

• Bots

• Backdoor

• Adware

• Ransomware

• Etc.
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Virus

Computer Viruses: Theories and Experiments,
Computers and Security, Vol. 6, 1984

4

The term is invented by Fred Cohen in 1984



Virus

A program that can infect other programs by modifying them to 
include a, possibly evolved, version of itself

Computer Viruses: Theories and Experiments,
Computers and Security, Vol. 6, 1984
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Virus Structure
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Original

Malicious infectOtherFiles();
if trigger-cond then action();
else ();
goto Original;



Worm

A computer worm is a standalone malware computer program 
that replicates itself in order to spread to other computers. Often, 
it uses a computer network to spread itself, relying on security 
failures on the target computer to access it. Unlike a computer 
virus, it does not need to attach itself to an existing program.

- Wikipedia
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Morris Worm

Exploited a buffer overflow vulnerability in fingerd

int main(int argc, char* argv[])

{

char line[512];

/* omitted … */

gets(line); /* Buffer Overflow! */

/* omitted … */

}
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This single line allowed the 

Morris Worm to infect 10% of 

the Internet computers in 1988



Nov. 2, 1988

The first computer worm (called Morris Worm) was born.
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Robert Tappan Morris

Creator of the worm

Cornell graduate

Tenured professor at MIT now

Image from http://www.nndb.com/people/466/000027385/



Worm Propagation Model
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Where

• I(t) is a number of individuals infected as of time t

• S(t) is a number of susceptible individuals at time t

• β is the contact rate (pairwise rate of infection)

• N is the size of the population, i.e., N = I(t) + S(t)



Worm Propagation Model (cont’d)
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Image taken from The Monitoring and Early Detection of Internet Worms,

IEEE/ACM Transactions on Networking, 2005



Trojan (Trojan Horse)

12Image from http://www.slate.fr/story/114325/sarkozy-juges-mise-examen-cheval-troie



Trojan (Trojan Horse)

A computer program that appears to have a useful function, but 
also has a hidden and potentially malicious function that evades 
security mechanisms, sometimes by exploiting legitimate 
authorizations of a system entity that invokes it.

- Computer Security - Principles and Practice, Stallings
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How Trojans Spread?

• Social engineering
− E-mail, social network, phishing, etc.

• Drive-by download
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Spam E-Mail

• Advertisements (including money mule jobs)

• Trojan horse can be attached
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Phishing

• Disguising as a trustworthy entity, and obtain private info

• Fishing ~ Phishing
− Both use a bait to catch a victim ☺
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17Image from http://macgroup.org/blog/wp-content/uploads/2014/05/phishing_email_link.png



18Image from http://media.gcflearnfree.org/content/5730dca54ca9130e085655b0_05_09_2016/mock_fraud_letter_3_resized.png



Spear Phishing

Phishing attempts directed at specific individuals.

- Wikipedia

19Image from http://www.gtscoalition.com/wp-content/uploads/2013/10/LeapFrog-Phishing.jpg
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Watering Hole Attacks

24Image from https://www.symantec.com/content/en/us/about/media/pdfs/b-istr_18_watering_hole_edits.en-us.pdf



Watering Hole

25Image from https://i.ytimg.com/vi/FneQ6m1QFFs/maxresdefault.jpg



Bot (Zombie)

A program activated on an infected machine that is activated to 
launch attacks on other machines.

Botnet is the collection of bots.

- Computer Security - Principles and Practice, Stallings
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Command and Control (C&C) Server

• Use existing protocols such as IRC and HTTP
− E.g., each bot connects to an IRC server, and join a specific channel

• Use custom protocols
− E.g., qbot
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Each bot needs to know a specific IP address

(or a channel name) of the C&C server



DNS-based C&C Server

• Use a custom domain name generation algorithm

• Each bot randomly generates a series of domain names to be 
used

• C&C server can be reached unless the generation algorithm is 
revealed by a defender

28



P2P-based Botnets

Each bot is a command distribution server as well as a client.

• How about bots that are behind firewall?

• When a bot wants to join a botnet, it needs to know the IP of at 
least one node in the botnet that can take incoming connections

− Bootstrapping

• Peer poisoning possible!
− Having a fake node that provides fake list of IPs
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Spyware

Software that collects information from a computer and transmits 
it to another system.

• Monitoring keystrokes (keylogger)

• Monitoring screen/camera data

• Monitoring network traffic
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Rootkit

A collection of utilities that enable access to a compromised 
machine. A rootkit often masks its existence and other malware.

• Example
− ps command does not show the rootkit process

− ls command does not show malicious files
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Logic Bomb

A logic bomb is a piece of code intentionally inserted into a 
software system that will set off a malicious function when 
specified conditions are met.

- Wikipedia
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Sony BMG Copy Protection Rootkit

Over 22 million CDs (2005-2007) included malware

• A rootkit that hides the existence of the malware

• A logic bomb that interferes CD copying
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Image from https://en.wikipedia.org/wiki/Sony_BMG#/media/File:Sony_BMG.svg



Dropper / Downloader

A program that installs other malware on a target machine.

• The malware code can be contained within the dropper

• Or can be downloaded by the downloader
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Backdoor

Any mechanism that bypasses a normal security check; it may 
allow unauthorized access to functionality in a program, or onto a 
compromised system.

- Computer Security - Principles and Practice, Stallings
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Adware

Advertising that is integrated into software. It can result in pop-up 
ads or redirection of a browser to a commercial site.

- Computer Security - Principles and Practice, Stallings
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Benign vs. Malicious Adware

37Image from https://techmonitor.ai/what-is/what-is-adware-4931901



Ransomware

• Cryptovirus (Cryptoviral extortion attack)
− Cryptovirology: Extortion-Based Security Threats and 

Countermeasures, Oakland 1996

• Cryptography also has negative usage!
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Cryptoviral Extortion

1. Attacker generates a key pair and places the corresponding 
public key in the malware

2. Malware generates a random symmetric key and encrypts the 
victim’s data with it

3. Malware uses the public key to encrypt the symmetric key, 
and “securely” delete the original symmetric key.

4. Show the victim a message with the encrypted symmetric key
how to pay the ransom

5. When the payment received, the attacker deciphers the key 
and send to the victim
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Example: CryptoLocker

40Image from http://images.techhive.com/images/article/2014/01/cryptolocker-100222101-orig.png



How to Defend against Cryptovirus?

• Typical anti-malware can help

• Access control to cryptographic tools (APIs)

• Theoretical fault-tolerant model
− How to Withstand Mobile Virus Attacks, PDOS 1991
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APT (Advanced Persistent Threat)

Not a new type of malware, but combination of intrusion 
techniques

• Advanced: advanced intrusion technologies and malware

• Persistent: progressively and stealthily attack the target until the 
target is compromised over an extended period

• Example: Aurora, Stuxnet

42



The Arms Race (or Weapons Race)

Attacker vs. Defender
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Questions?
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