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Sang Kil Cha

+ Researcher and Software Engineer.
+ Leader of SoftSec. Lab.

- Director of CSRC (Cyber Security
Research Center)
« Chief professor of GSIS.
« Research Keywords:
- Binary Analysis
- Vulnerability Discovery

- Exploit Verification
- Malware Analysis
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Motivation

SOFT

sEcHH HU 00000000 00000000000 OO0OOO0OOOOOO0 OOOOOO000 0



Knowing Is Not the Same as Doing

Is knowing music theory enough to make you an expert guitarist?

Expertise develops when knowledge is applied, tested, and refined through practice.
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The Same Is True in Computer Science

Knowing algorithms, systems, and programming languages is necessary—but not
sufficient.

You must also learn to turn knowledge into a system that works in the real world.
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Why Learn This When Al Can Code?

A reasonable question:

If Al can generate programs, why must | master engineering skills? ]
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Al Changes the Work

« Al can generate code and commands.
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Al Changes the Work

« Al can generate code and commands.
« Al can explain unfamiliar systems.
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Al Changes the Work

« Al can generate code and commands.
« Al can explain unfamiliar systems.
« Al can create tests and documentation.
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Al Changes the Work

« Al can generate code and commands.

Al can explain unfamiliar systems.

Al can create tests and documentation.

Al can quickly generate multiple candidate solutions for comparison.
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Al Changes the Work

« Al can generate code and commands.

Al can explain unfamiliar systems.

Al can create tests and documentation.

Al can quickly generate multiple candidate solutions for comparison.

Producing a plausible artifact is now easier than ever.
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But Plausible Is Not Correct

« Are we solving the right problem?
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But Plausible Is Not Correct

« Are we solving the right problem?
+ Does the solution work in the real environment?

SOFTWARE
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But Plausible Is Not Correct

« Are we solving the right problem?
» Does the solution work in the real environment?
« How do we know that it works?
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But Plausible Is Not Correct

Are we solving the right problem?

Does the solution work in the real environment?
« How do we know that it works?

Is it secure, maintainable, and understandable?
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But Plausible Is Not Correct

Are we solving the right problem?

Does the solution work in the real environment?
« How do we know that it works?

Is it secure, maintainable, and understandable?
Who takes responsibility when it fails?
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But Plausible Is Not Correct

Are we solving the right problem?

Does the solution work in the real environment?
« How do we know that it works?

Is it secure, maintainable, and understandable?
Who takes responsibility when it fails?

[ Al can produce artifacts. Engineers must provide evidence that they work. ]
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The Bottleneck Has Moved

Code generation is becoming cheaper.

Judgment, verification, and integration are not.




The Engineering Loop

Understand — Design — Build

— Test — Diagnose — Improve

Al may help at every step, but you must be able to close the loop.
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Why a Project Course?

Traditional courses teach essential concepts through bounded assignments.

Real projects add ambiguity, imperfect tools, integration problems, changing
requirements, and collaboration. These skills require sustained practice.
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A Foundation: The Missing Semester

Development tools are part of the foundation for that practice.

Learn and practice the material at https://missing.csail.mit.edu/.
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Course Overview
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What This Course Is Not

This course is not the same as the missing semester course provided by MIT. Use its
online lectures to build your tool foundations independently.
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This Course Practices the Whole Loop

This is a project-based course in which you repeatedly understand, design, build,
test, diagnose, and improve a real system.
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What You Should Be Able to Do

By the end of this course, you should be able to:
- turn an ambiguous goal into testable requirements;
« decompose a system and defend your design decisions;
« use tools—including Al—to implement it;
test, debug, measure, and improve it;
explain your evidence and take responsibility for the result.

SOFTWAF

sEcH\ 0000000000 0000000000 00000000000 OOOOOO00O0 0



Mentoring-based Course

Each student will work on a semester-long project with a mentor. Mentors are from
industry and academia.
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Project Topics

We have a predefined list of project topics for you to choose from. You will declare
your preferences for the project topics until the next class.

You cannot propose your own topics.
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Course Webpage

Q&A and etc. from https://github.com/KAIST-CS40008/C340008-Main.
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Rough Schedule

Week 1: Lectures from me.
The rest: Project work with mentors.

You will write a progress report every week.
We will also have the midterm & final presentations (no exams).
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Why the Course Is Structured This Way

Course mechanism What it develops

Semester project Problem formulation and integration
Mentor feedback Professional judgment

Weekly report Planning and reflection

Midterm presentation Early validation and course correction

Final presentation Evidence and technical communication
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Using Al in This Course

You may use Al as an engineering tool.

You remain responsible for:
« understanding what you submit;
testing and verifying generated artifacts;
documenting consequential Al assistance;
explaining your decisions and reproducing your results.

[ Delegate work, not responsibility. ]
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Evaluation

« This is a pass/failure course.

« The decision is based on the overall performance throughout the semester
including project work and progress reports.
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Being a Good Developer




Your Engineering Workbench

Good engineers build a reliable, inspectable, and reproducible development
environment.
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Development Environment

Editor and Al assistant

« Terminal and shell tools

« Version control system (e.g., Git)

Build system and dependency management
Tests, debugger, and observability tools
Containers and remote execution

« Documentation and collaboration tools
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A Foundational Interface: The Terminal

« Precise: commands state exactly what operation to perform.
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A Foundational Interface: The Terminal

« Precise: commands state exactly what operation to perform.
« Composable: small tools can be connected into workflows.
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A Foundational Interface: The Terminal

« Precise: commands state exactly what operation to perform.
« Composable: small tools can be connected into workflows.
« Reproducible: commands can be recorded, reviewed, and repeated.
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A Foundational Interface: The Terminal

Precise: commands state exactly what operation to perform.
Composable: small tools can be connected into workflows.

« Reproducible: commands can be recorded, reviewed, and repeated.
Universal: remote and headless systems expose a terminal.
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A Foundational Interface: The Terminal

Precise: commands state exactly what operation to perform.
Composable: small tools can be connected into workflows.

« Reproducible: commands can be recorded, reviewed, and repeated.
Universal: remote and headless systems expose a terminal.
Automatable: humans and Al agents can use the same interface.
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Why Learn It If Al Can Write Commands?

« You must understand what an agent proposes before executing it.
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Why Learn It If Al Can Write Commands?

« You must understand what an agent proposes before executing it.
 You must recognize unsafe or destructive operations.
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Why Learn It If Al Can Write Commands?

« You must understand what an agent proposes before executing it.
 You must recognize unsafe or destructive operations.
« You must inspect the environment when automation fails.
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Why Learn It If Al Can Write Commands?

« You must understand what an agent proposes before executing it.
 You must recognize unsafe or destructive operations.

« You must inspect the environment when automation fails.

You must validate the result, not merely trust the output.
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Small Gaps Cause Real Failures

« A correct program is useless if its environment cannot be reproduced.
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Small Gaps Cause Real Failures

« A correct program is useless if its environment cannot be reproduced.
« Along experiment is lost if its process lifecycle is not understood.
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Small Gaps Cause Real Failures

« A correct program is useless if its environment cannot be reproduced.
« Along experiment is lost if its process lifecycle is not understood.
« A generated command can corrupt data if it is executed without inspection.
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Small Gaps Cause Real Failures

A correct program is useless if its environment cannot be reproduced.

« Along experiment is lost if its process lifecycle is not understood.

A generated command can corrupt data if it is executed without inspection.
A plausible result is misleading if no sanity check is performed.
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Terminal 101

« Basic commands: cd, mkdir, echo, etc. (work on any OS)

« On Windows, you can use WSL (Windows Subsystem for Linux) to get a Linux
terminal.

 Arrow keys, tab completion, history search, etc.
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Things You Want to Know

Use history search (Ctrl + r) to find previously run commands.

Learn how to move the cursor efficiently (e.g., Ctrl + a/e, etc.).

« Learn how to use pipes (|) and redirections (>, », etc.)

« Learn how to use basic commands such as grep, sed, awk, find, etc.
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How to Learn?

Read manuals and tutorials, but also practice on real tasks:
« predict what a command will do;
- test it on a small input with a known answer;
« inspect failures and explain why they occurred;
« repeat until the workflow becomes natural.
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Operational Fluency

The goal is not to memorize every command.

The goal is to confidently inspect, modify, automate, and recover a real computing
environment.
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Practice
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Problem 1

Download the data: https:
//github.com/KAIST-CS40008/CS40008-Main/blob/main/data/names.txt

« How many names are there in the file?
« How many unique names are there in the file?
« What is the most frequent name in the file?
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Problem 2

Download the data: https:
//github.com/KAIST-CS40008/CS40008-Main/blob/main/data/products.csv

« How many total quantity of products are there?
« How many total quantity of products whose ID is an odd number?
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Problem 3

Download the data: https:
//github.com/KAIST-CS40008/CS40008-Main/blob/main/data/access.log

« How many unique IP addresses are there?
« Count how many requests are made from 24/Dec/2016 to 25/Dec/2016.
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Extra Problem

Can you append "!I" to each line of access.log file?
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There are Many Ways to Solve Problems

Solve one problem using command-line tools.

Ask an Al to propose another solution.

« Before running it, predict exactly what it will do.

Test both solutions on a small input with a known answer.
Compare their correctness, clarity, and reproducibility.

Do not ask only, “Did it run?” Ask, “How do | know it is right?”
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Shell Scripting in Practice

« Continuous Integration (Cl) scripts (e.g., GitHub Actions).
Deployment scripts (e.g., Docker, Kubernetes).
Automation scripts (e.g., cron jobs).

Build scripts (e.g., Makefile, Gradle).

Interfaces used by Al coding agents.
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Conclusion

Al gives you more leverage—and therefore more responsibility.
Use tools fluently.

Understand the system you are changing.

Verify rather than assume.

« Communicate your decisions and evidence.

- Take ownership of the outcome.

This course is where you practice becoming that engineer.
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TO-DOs

Please submit the Google forms (in KLMS) by tomorrow!
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Question?
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